Abstract
Introduction
To develop a high quality application on time and within budget, one usually has to deal with various risks [1] . It is widely known that the success rate of successful IT project is very low. This fact is supported by a research from Standish Group on IT project 1994 IT project -2004 where it is shown that the completely failure rate was 18% in all projects, 53% of them were completed with unsatisfactory time, costs or effect, and only 29% of them had successfully accomplished the project target [2] . These facts show us that it is necessary to consider risk assessment as a way to systematically identify whether the occurrence of risk may affect the objectives of organization. Risk assessment method, as part of risk management, can be used as a tool to analyze both opportunities and consequences of risk prior to decide the next strategic action [3] [4] . Risks in application development are related not only to the resources and functional problems encountered in the process of developing application but also to the impact of such problems.
Risk assessment in application development is a process to identify risk factors such as lack of clarity of project requirements, delivery not according to schedule and time, and failure in achieving the main objective of application development project [5] . Risk assessment procedure generally consists of risk identification, risk analysis and risk evaluation; and it provides an understanding of risks, their causes, consequences , and their probabilities [3] [4] . According to Tao, risk management in software projects should focus on prevention and reduction of risks, assessing the likelihood of problems, determining risk potential that could become a major concern [6] . In other development, Sonchan et.al. have introduced top 20 software risks based on the frequency of their citations on highly referred and recent literature in the area of risk management of application development projects. They have succeeded in extracting and classifying top risks from thirty most frequently cited and recently published literatures on software project risks. They used Delphi method to propose potential impacts and probabilities of all classified risk [7] . They categorize these risks based on risk taxonomy described in [8] . However, their study did not investigate the interrelationship and probability of risks.
Other study from Gallagher has identified risk areas that are interconnected and he used interrelationship digraph to identify the cause and effect between risks [9] . He describes risk areas involving: (i) schedule pressure and veracity, (ii) suppression of information, (iii) The study in [7] does not cover the possibility of relation between risks, where the study in [8] indicates that it is possible to find the relationship between risks. Based on these research result, we enhance the work of [7] to show the possibility of relation between the top 20 risks. Earlier effort on this topic can be seen in [10] where the theoretical background, context diagram, mapping table, and preliminary model were elaborated. Our paper investigates further on how to determine the probability and interrelationship of such risk in application development using Bayesian network concept. Moreover, this paper also presents the impact of such risk using Boehm's application risk principles and risk exposure. Finally the implementation of the proposed model as a real case illustration in a government agency will be elaborated.
Research Method
This section will describe the step-by-step procedure to develop the proposed model. Initially, we adopt the research result on top twenty risks in software project as our basic risk classification [7] . In order to find the relationship among risks, those mentioned risks are mapped to the SEI Taxonomy-Base Risk Identification to find the characteristic of related risks [8] . Then based on the characteristic of the risks, the Category of Risk Area identified by Gallagher is used to find the interrelationship among risk [9] . The obtained grouping is shown in Table 1 to explain the relationship between risk areas. This result can also be seen in our previous research [10] . With this grouping, one can create a dependency model based on interrelation of risk category area shown in Figure 1 . For clarity and consistency in further discussion, we assign each relevan risk with specific codes as seen in Table 2 . Using the works described in [9] , a direct relation between risk items can be constructed as an initial model shown in Figure 2 . As we can see, the network contains many node dependencies. The validity of this initial dependency needs to be verified for implementation in a real environment. To evaluate node dependencies, we turn to expert judgment through discussion and survey. The experts involved in this step are application developers that we selected from application developer team in Statistics Indonesia. Based on their experience, we are able to eliminate the relation among risks that are considered irrelevant. The result of model refinement can be seen in Figure 3 and Table 3 . In the next section we will show that this model is valid to be implemented in a real application based on judgment from international experts in the field and application developers. In this paper, following model derivation, we work further for implementation. We expand the model to cover risk exposure and its impact on organization. We begin with exposure concept from Tan to find the risk factor [11] . Based on this risk factor we calculate the risk exposure using the result from Boehm [12] . The risk exposure is defined as the relation between probability of unsatisfactory outcome and los s as a consequence of those unsatisfactory outcomes. In this paper we use risk factor as an input of loss as a consequence of unsatisfactory outcome. We will use the following equation.
Where: RE = Risk Exposure Prob(UO) = Probability of unsatisfactory outcome Loss(UO) = Loss as an impact of unsatisfactory outcome Finally we use the Risk-Level matrix from Stoneburner to classify the risk. The risk calssification consists of three levels, i.e.: High, Medium, and Low [13] . With these levels, it will be easier for the management to comprehend the risk as a whole and to take action as a response to the risk.
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Evaluation, Implementation and Discussion
Evaluation
To evaluate the model, first we perform a numerical simulation on several nodes. Since the model uses the basic concept of probability, then the following conditions described in equation (2) must be fulfilled.
≤ CPT ≤ 1
(2a)
Where: CPT probability in Conditional Probability Table P(S) total probability at a specified node P(R) probability of the risk at nodes using the proposed model For illustration purpose we calculate the probability of node (R1|R2), which means the probability of "Unclear Customer Requirements" with evidence of risk "Requirement Creep". Assumed at random that the probability of node R1 is shown in Table 4 , and assumed that the prior probability of (R1|R2) is shown in Table 5 . Table 5 . Probability of (R2|R1)
Using simple probability theory we can calculate: 1. P(R2|R1=T)=0.9 The risk's probability of "Requirement Creep" if risk of "Unclear Customer Requirements" occurs is 0.9. 2. P(R1)=0. 7 The risk's probability of "Unclear Customer Requirements" is 0.7. Based on CPT in equation (2) . P(R2) = (P(R2|R1=T) * (P(R1=F)) + (P(R2|R1=F) * (P(R1=T)) = (0.9*0.3) + (0.7*0.3) = 0.84
So that, P(R1|R2) = (P(R2|R1)*P(R1))/(P (R2)) = ((0.9*0.7))/0.84 = 0.75
We conclude that the risk's probability of "Unclear Customer Requirements" with evidence of risk of "Requirement Creep" is 0.75. We can calculate the probability of each node in the network with the same procedure and will obtain the consistency that each node fulfills the condition in equation (2) .
In addition to evaluation by simulation, we also evaluate the model through judgment from international experts and application developers. We involve 20 application developers from the government agencies we mentioned before and 10 international researchers/expert s in the field of application development. The result of relationship evaluation from 20 application developers and 10 researchers point of view can be seen in Table 6 . Based on numerical simulation and subjective judgment in Table 6 , we conclude that our proposed model has consistency and can be used as an assessment tools. ISSN: 1693-6930 
Implementation and Discussion
For case illustration, we implement our proposed model for risk assessment in a government agency Statistics Indonesia. In our proposed model there are total 469 parameters. For implementation simplicity we use around 16% of the total variables to be implemented with real values. We are using subjective probability method to assess the selected value involving 20 application developers to obtain the probability value. Those values can be seen in Table 7 column (3). With the same respondents, using Tan method [11] to obtain exposure factor, we get the results given in Table 7 From Tabel 7 column (3), we understood that in application development at Statistics Indonesia, the risk of R2 "Requirement Creep" has the highest value. In many cas es users quite often asking to add new function or change user requirement during application development process where they are not able or do not explain the requirement in detail. This result in higher value of risk in user requirement. When we analyzed further the exposure factor from Table 7 column (4), the highest exposure are R10 "Inadequate infrastructure" (61) and R5 "Technical complexity" (60). It means that although the risk for both factors are not as high as R2 "Requirement Creep", but the perceive impact of those risks to the organization are severe.
For the purpose of simplicity without sacrificing the integrity of the model, we select several conditional probabilities that we use for implementation of case illustration as shown in Table 8 column (1), where P(R1|R2) means "The probability of R1 given evidence R2", P(R7|R3,R4,R6,R8,R9,R15,R16) means "The probability of R7 given evidence R3, R4, R6, R8, R9, R15 and R16" and so on.
Using our proposed model, all of the result of implementation can be seen in Table 8 . In Table 8 column (2) we show the subjective probability from 20 application developers, and column (3) is the exposure factor derived from Table 7 . The risk exposure in column (4) is calculated using Boehm's formula in equation (1) . Then using risk level from Stoneburner [13] , we obtain the risk level of the selected risks in Statistics Indonesia as our object of implementation, which are shown in Table 8 column (5) .
From Table 8 column (2) we obtain that the conditional risk P(R1|R2), which is the probability of "Unclear user requirement" provided that "Requirement creep" is very high reaching 0.73. This is consistent with our previous examination that both risks have the highest probability, and the combination of both resulted in higher number of probability of risk. When we assess the risk exposure further, we obtain that lower probability risk does not mean lower impact. We can see that the impact of P(R1|R2), P(R1|R2,R3), P(R12|R3,R5,R6,R8,R10), and P(R12|R3,R5,R6,R8,R10,R18) are higher even though they have different probability risk. It is clear that the perceived exposure factor or impact has played significant role in this result. When  ISSN: 1693-6930 we calculate the risk level using Stoneburner method, it happened that in our case illustration all of the risk levels are "Medium", in other circumstances at ot her organization the results could have been different. Using our proposed method, we have shown that it will be easier for the management and application developers in organization to assess the risks and their impact on organization so that it will help them to create a policy or do some actions to anticipate and manage the risks. 
Conclusion
In this paper, we propose a risk assessment model of application development using Bayesian network and Boehm's software risk principles. After classifying, mapping and converting all risks to network nodes, we obtained the interrelationships among risks of top 20 risks in application development projects. Then we calculate the risk exposure on the derived network. By implementing the method in a real environment in a government agency, we conclude that management level and application developers can use our proposed risk assessment model to evaluate relationship, calculate probability and impact of risks to manage risk properly and appropriately.
